LONDON BOROUGH OF ENFIELD PENSION FUND — ADMINISTRATION - RISK REGISTER - SEPTEMBER 2021

Cause of Risk

Risk Owner

Impact

-

Controls in place

Further action
required

-

Review
date

Pension benefits not paid out
accurately or atthe right time

Pensions Administration Team

member not paid causing
financial hardship. Plus
financial and reputational
damage to pension fund

Members identifed with reporting
controls in place and contacted in time.
Benefits are checked by another officer
and audit checks in place.

Controls and checks in place to be
continued to be reviewed to ensure
no errors.

01/01/2022

Benefits not paid out to eligible
members as not claimed by
member

Pensions Administration Team

member not paid causing
financial hardship. Plus
financial and reputational
damage to pension fund

Allidentified have been written to buta
Project plan in progress to find these
members required

Project plan in progress to use
external outscource to find missing
members addresses. Systems
Team to identify amount.

31032022

Benefits not paid outto eligible
members

Pensions Administration Team

member not paid causing
financial hardship. Plus
financial and reputational
damage to pension fund

Members identifed and payroll notified -|
involves low numbers butvigilance
required when reporting

Systems team to run future repors
for 2021 to identify any future
members reaching 75 this year.
Missing member address tender
required

322021

PF not notifying member of AVCs
held so they are either not claimed
or forgotten by the member

Pensions Administration Team

member not paid, could
cause financial hardship
Also financial and
reputational damage to
pension fund

Checks are completed and further
discussion is due with new client
managers at Prudential

Constant communication with
Prudential has been required to
ensure work is on track

3Mn2iz021

Prudentail not notifying member of
AVCs held within the agreed
timelines so they are either not
claimed or forgotten by the member

Pension Fund

Reputational damage and
complaints directto the
Fund regarding Prudentials
poor senvice

Prudential have informed us that they
have informed the Pension Regulator

To ask Prudential for proofto also
look at ather AVC providers

30/08/2021

Risk Level of |Project
Area Risk Register Rating |Likelihood| X . !
Risk work
= Impaci . = = =
Processing of Benefits 2 2 4 No
Overage deferred records not paid 1 4 4 No
[l
E
] Over 75 benefits not paid - insert 1 4 4 No
figures
AVCs at leaving 2 3 6 No
AVCs -Prudential annual statements 3 4 No
z
o il -
k3 Aggregation of ben_eﬂts pre and post 2 3 6 Yes
e April 14
[
MeCloud review 2 3 6 Medium Yes

Failure to offer linking of member
senvices.

Government lost a test case which
resulted in all public sector funds to
review their data to ensure no one
has lost out

Pensions Administration Team

member not notified of
benefits. Plus financial and
reputational damage to
pension fund

Project in place - new training and
review took placein August 21

Historical Members identifed -
administration team working through
both old and new cases as they
appear each month

31/03i2022

Systems Team

member not paid the crrect
benefits. Plus financial and
reputational damage to
pension fund

Systems Team are currently working
on identifying members wha may be in
scope

Ensure new |egistiation updates are
reviewed. Systems Team to contact
emplayers re data retention - esp
hours previously held

3naizozt

Page 1




Area

Risk Register

[-]

Risk
Rating

Impaci . |

Likelihood

[-]

>

Annual Allowance 1 3 3
Lifetime Allowance [INCLUDE 1 3 3
@ PROTECTIONS]
B
=
E Triennial Valuation 2022 1 4 4
GMP - HMRC 1 4 4
ABS 1 3 3
Workflow aligning with SLAs and all 1 4 4
procedures captured
Correctly uploading factor tables 1 1 1
Event reporting 2 3 6
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Level of
Risk

Project Cause of Risk Risk Owner Impact Controls in place Furtl'_ler action Review
worh - | - required date |
. . " Taximplications for both . . Andreas to produce project plan for
Yas ﬁi‘tﬁf‘:;;':l';?'sﬁed and nofified Andreas Andrea member and member it E;%e?etf:m in place - actions lefito o050 "20g involves Rebecea Moorein| 0171172021
incorrectly notified P! delivery
Taximplications forboth |\ ies are referred fo risk | AN0reas to produce project plan for
Yes |All processed correctly? Andreas Andrea member and member if plexq 2020 and involves Rebecca Moore in 01/11/2021
incorrectly notifizd owner delivery
Completion of the administration Incorrect benefits paid out. project team to be Set up nearer e Risk owner to outline project
Yes side of the triennial valuation in a Tim ©'Connor Financial and reputational time timelines along with appropriate 30102021
timely manner. damage to fund. stakeholders.
Incorrect data on records
All GN:Ptrﬂatelq wor!:;oﬂ:ﬂave been leading }o_llniorrect th Final Cut of data now received from
completed in line with the ) payment. Taking on the h ; : )
Yes closedown of GNP related work at Tim O'Connor responsibility of cases ml:doRutg:h- project plan in place to work project planin place 31032022
the DWP. because we have not data
cleansed sufficiently,
Incorrect statements can
lead to members making
Yes Sent out correctly and in line with Systems Team with support incorrect financial Project plan in place - completed for Review in January for letters and 34/01/2022
prescribed timescales from Tim Q'Connor decisions. Causing 2021 also include online feedback survey
reputational damage to the
fund.
Workflow completion timescales are This could incur fines from
currently more generous and the Pensions Regulator. Project to align all the workflows to
consequently out of sync with SLA y Alsoimpossible to plan SLA and Disclosure of Regs
Yes timescales and with disclosure of 'Qm OCannor with suppart fram resources when KPls Project plan in place timescales, this needs to be 3Nz2021
" " ; ystems Team i " . .
Regulations imescales this means giving a different slant on documented in test as steps within
our KPIs are reporting inaccurate waork the workflows.
data completion/outstanding
Incorrect factor tables could
lead to incorrect payments
No :I'tzltr,f cofrectfactors in place in Andreas Andrea of benefits if anomalies are E;‘:ﬁ:;gg‘;;s?;ﬁ::;"k 13 double |, ne required at present 31/03/2022
notidentified by the
Benefits Team
HMRC fines for both fund
No |capturing all area's of work Andreas Andrea and member. Reputational |, oot 1an in prace System team to complete a writtan 311012021

damage to fund in the
event of any fine.

pracedure for the procedure matrix




Risk

Area Risk Register Rating |Likelihood| x | Levelof
Risk
- |- I - | - |
Missing Addresses 1 3 3
End of year updating (LGPS 2021
- 3 3 9
scheme and employer data issues)
Data cleansing meeting TRP record- 1 3 3
keeping
Procedure matrix 3 3 9
Training matrix 3 3 9
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Project

worh

Cause of Risk

-]

Risk Owner

B

Impact
-

Controls in place

Further action
required

Review

date

[-]

Could lead to personal data going to

Tim O'Connor with support fram

Not having the ability to

Tender required to outscource
missing members addressestoa

No :I:‘::g address or benefits not the Systems Team ﬁz;:glgtrth: rr;irllrr:etgts Project plan in place \racing agency. Systems Team to 31/03/2022
pay identify amount
Year updating of Altair IT System
Pensions Increase programme
Impact on both members : ) None required at present - a written
Yes Eg:: f%?:;;crliigiaﬂgihﬁmgﬂf:s ~ Andrea Andrea payments and incorrect :,:(;J:gg:m;ﬂsiﬁ:;:;rk is double process to be produced for new 3110/z2021
e ABS ¥ 5y systems team members to follow
wrongly paid.
Without a clear, consistent
a:‘od :g‘;:';eedf‘;:g:gns'”g Establishment of a comprehensive
Establish a clear and consistent  |Tim O'Connor with support from| P72 t be confident that suite of routine data cleansing
No data cleansing programme both administration and zﬁr:jr:;] Wlﬁ ;gpocﬁgr Al project plan in place processes as part of a full 311212021
Expansion of pensions dashboard. |Systems teams - N programme. Procedure to capture
Pension Regulator targets h
N this area of work.
will not be met causing
reputational damage
Without an up to date
procedure matrix it will be
rocadures all captured andup fp | TIM ©'CeANGrwith supportfrom 'fm“;“ﬁﬁ'b:::’c':r‘rﬂe‘:tw"“ is Team Leaders ta routinely capture
Yes gate’) P P both administration and rocedugre This could lead Procedure projectin progress any missing processes and monthly 3212021
Systems teams P! reviews on updates
to cases been incorrect
benefits been paid, also
risk of reputational damage
Without an up to date
Up to date with all training work - 2 }::mn;ggsigllzltrg(l‘(lnv:m zem is
new members in systems currently sk\‘\]\ed inwhat area. what
No learning. 2 experienced admin Tim O'Connor ' unknown - risk owner to confirm update |to complete upto date training matrix 311012021

members going on maternity leave
in autumm, new cover required

training is required and this
could lead to incorrect
calculations due to a lack

of knowledge




Risk
. . . - Level of |Project . . . Further action Review
Area Risk Register Rating | Likelihood . ) Cause of Risk Risk Owner Impact Controls in place .
| impa ] mn [ [ | | [
‘Without accurate and clear
data itis impossible to ~
= KPI - statistic's 1 4 4 MNo Accurate and up to date? Tim O'Connor plan the resources ofthe  |Yes gz:::«;ind%annua\ update - new 311202021
i) team. This has several
g risks
g To chase remaining Employers to
l% Members may suffer if obtain a written discretions policy -
- - . Tim O'Connor and Andreas Employers have not been a|Project plan in place as part of arrange and visit remaining
?
= Discretions Employers 1 2 2 No All admin aulh discretions made Andrea clear discretions policy as  |employer specific work employers, i.e. attendance at town 3103i2022
required. council meetings. Briefing paper to
outline this area.
Resourcing work and all )
. . n more planning in next stage
Capacity issues: 2 Senior members | ) other projects could be e
Staffing levels 2 3 6 MNo of staff going on maternity leave Tim O'Connor & Julie Barker hindered or slowed down Yes inﬁv&;l;pmem required - McCloud 3110i2021
by lack of team members. P
Action from Bulletin not
LGA Bulletins — bullet points being 1 4 4 No all action points addressed by Tim O'Connor, Andreas gzrﬂ‘ﬂsle‘:%ﬂlllg;l:i\fm Bulletins are reviewed monthly, actions |To review at Monthly team meeting 3111212021
i ?
actioned Managers Andrea, Tracey Rogers members. Risk of required mesting
reputational damage
Member or other body
wrongly notified of personal Annual refresher training before end
Data Protection / Cyber training 2 3 6 No Everyane adnering to the new data All data. Heavy Fine from ICO Training, procedures. Routine of 31/05/2021 required. Auditing of 31110i2021
protection rules? ) reminders. - ;
plus reputational damage cases on aroutine basis.
to pension fund.
©
2 To ensure all administration reports
2 | Local Pension Board - administration Providing administration data to the ) Board members notbeing |Yes. Dates of meetings and also dates |, ooy by the deadline given -
= 1 3 3 Yes LPB Tim O'Connor able to access information [ofissue of papers to Committee dates of issue to the Committes to 31/03/2022
E papers at the right time. members to be confirmed be confirmed from Bola Tobun,
a
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Risk

. . . - Level of |Project . . . Further action Review
Area Risk Register Rating | Likelihood ) I Cause of Risk Risk Owner Impact Controls in place .
Impac Risk work required date
) member could be paid )
Work received from all employers in incorrectly. Flus financial establishment of procedure and
o Employer data provided on time 1 2 No a timely manner on a monthly basis Karen Bennett and reputétinna\ damage unknown - risk owner to confirm routine monitoring of perfarmance 3111212021
= which contains minimal errors to pension fund againsttargets
=t ) Reputational risk with ] )
LIEJ Legal turnaround times for Admission 2 3 N :I;Iedgg‘tfrgrioll?; rejg?knii'ggﬁﬁel Julie Barker with supportfrom  [employers and lead to Project plan in place as part of ﬁ]L:S‘gL']i?'?z lfsggstcuu;;r\l\;ﬁ:éegal 1111202021
Agreements 0 mgnner g Y |Tim o'connar commercial issues employer specific work fimes g
. occurring.
- . ] Employer newsletter being worked
- - - letters, newsletters, website, Tim O'Connor with support from|Members not been : .
Communications Quality Assurance 1 4 No | mails, telephone calls dlinics all Pensions Team updated atthe righttime. | © gl”ar’?xg’fk‘i:ens'”"” newslefferfo | 3110312022
Members reading incorrect some additions ready to now add
. notup to date and new brandingto  [Tim O'Connor with support from|information could leadto  |Yes - project plan and review in place e
Website 1 4 No (35410 the site Systems Team incarrect decisions been | at present re governance page and AVCwise 311212021
made information and year end information
[7)]
75 ‘Various Managers trying to cover gou‘}eﬁaavégibﬁerﬁsuumes to look at recording online
= . - both this role and their own. Tim O'Connor with suppaort from A - presentations to be held on the
©
o Presentations/online 1 4 No Developing new online webinars for |the Pensions Team mf:;ims}mgonUlteg;‘::]lgr}om Yes 'website and sent as a link to 3110312022
= scheme members fime aht peap g members.
E EPF indicated Fund would hold Tim O'Connor with support from|Members don't receive the 11 online pension meetings - post
] . - these in 2020 butthe pandemic the Pensions Team and with  |senice and are not as well -
&) Pension Webinars 1 4 Yes meant cancelling. These could be  [HR for online Pre-retirement informed as they should Yes Lsﬂsﬂu;nof.:lase‘;et?nbe setup with 3110312022
introduced in an online facility courses be 457
Members having issues Members don't receive the [Yes - a Systems team project plan is .
. . . Invite going outto Deferred Members
- accessing MSS and not seeing senice and are not as well |also in place -to look atwhen o .
Member Self Service 1 3 Yes the correct screens - has been Systems Team informed as they should pensioners invited to see if any similar 3;”;ngdT:s;u:gqg\gm?;rﬁ?nt; :.E; 3122021
resolved but continue fo watch be issue '
. Increased risk of online attack due Julie Barker with support |Fraud, reputational Await results of AON cyber security
Cyber security 2 3 Yes to pandemic from Tim O'Connor and T [damage ves report 310312022
=
=
=
=]
[5]
iH]
w
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